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Graph uav Al.erl rfluodr.:riou vtoaur:ntffuo:utl1J Network Anal.ytic rfiltfr:r

/4.1,.17 aM:ft

...........tJ:vr1u n::Ii nr

........... n::xJn't:

........"..n55:Jn15

.ffr,J
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4.1.17 a'rlJ1rn1i1.i'ruttlJu REST APls utav Python scripting tfr

4. 1. t B qr.Jn:nifr'0r16':-unr:iu:o.tr1a:S1u FCC uav u L rfl uodrcfiou

4.!.rs qrJn:nifirauoovfiorlfiYun',rrJ]rrfiuornvilrulruiirirrijofiolrioq'[un{:r{rir (Leaders)

toln{lmatrrqiln:al Enterprise Wired and Wiretess LAN lnfrastructure etn Gartner

ttlagic Quadrant lufl ZOZ+

4.1..20 firauo:rnr6'o.ruflufi'ruvrudrvriruor.Jn:nidrauo:1n1 Tnutfifunr:rurirdrodrrrfluUt

ur{n1:e1nri'rro.rzu6s}rYrus{arrrrJ:v,tril:vuvsluu (n:nifi16'rtorzuf;mrYruvitrifiartr

rJ:vdrrj:vtvrotvru lrio'ru,vruo"rrarirafitfrYrnr:ursirms{ornu{ruo.:r.rfrnfiruvllqum:rt{Jufr
U

oonrarirf,orrsi{fl'{rrvulfi)lerufrorr{iun'ruvuqirrarirariouiurJ:vnrq:rn16t6nvr:ofinei

(e-bid d i n g) uav fror *ur ro nar : 6'r nd rr:rluiufi 6udo rauo

4.1.21 ry'6u{orauo6'0.:fivrirf,oitr:ornr:irrJ:vri'uqrJn:niuavovlr,rr{ornr{'rtorzufimrYruqi'arrr

rJ:vdril:vrvrntvrulnun:rrflurrartririoun'ir s tJ riufr'rrorniuiiuiolfiaprTorufirarirf;o
,'

Yu:orornt6'rtorzufimfiruc{arrrl:vdrrJ:vryfltfluloum:ruavfror6ulonar:r d'.rndrr

luiurauo:rnr6'ru

4.1.22 ri6uriorauofro.:fivrirfroafiuauunr:"Lv1l3nr:vrrrfiTulvrnfirrnaon:uuvL?arilrJ:vriuUI

ornt6'rtorru6mrirud'artrr.J:vsiril:vryrnlvruTprun:r rtolYu:o.r'irzufimfiruc{orintrrifi

rauorflurorufr'(Genuine) r{lutortvrj (arand tlew) tfldqrJn:duirt'frudr (Unused)

vsoqrJn:oifil{ruu6'ruavduriliurJl.:lr,rri Ioufiu#rf,oiu:0.:ornu6'rro':zufimrYruvi
,,

a r r r rJ : v o"r rJ : v rvr fitvr uTq u rt : r ua v fro r 6u ro n ar : r 6'r n d mluiu rau o : r n r 6r u

4.2 qdn:nin:vorudryryrru (sAN switch) siruau z qor loufiqrufinurucoritrioufr.:d

4.2.1 6'o.uoliu Aggregate Device Bandwidth:uhjrjoan'jt768Gb/send to end Ful.l. Duptex

4.2.2 firio.rriioldouul Fiber Channel SFP+ 'iruruh^irioun'ir 16 dor Tnuaul:nl,ulu
I a !4 r,

tyliltrrilLo^lilfiou n'ir 24 do.r ufolfiom'r Transceiver rtu! 32 GBls SWL SFP+ druru

i6 yriru

4.2.3 :oliunr:firrfrr Fiber Channel. SFP+ Transceiver LLU! 16 GB/s tiav 32 Gb/s

4.2.4 itaxFiberoptic LC-LC Ltul.roM4ffiodnir mrrrrn'uru'nhirioanjr snlt drurut"iriounjr tz 6u

4.2.5 ?{ltJl:nli't Advance Zoning ttav Frame Fittering

4.2.6 alu:nnlir,r r:d'q nr :qrJ n :nirJru CL t, HTTP, S N M P t6'rfl uo eirlriou

/4.2.7 :otYr...

tJ:vilrun::1in11

n::t.ln1:

fl5:l. rn1t

,\t'
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4.2.7 :O{YUn"l5d1 ISL Trunking, extended fabric, Remote switch, Fabric watch

4.2.8 (rauo:rnrfiorrflufiruvru,irrarjruqiln:nidrauo:1n1 loutdiunr:rusild{oEjr{u{Juurtnr:

0,rnr{lro.rr,rhmrirudart.rJrrui.r.l:rtvrfllflu (n:nid16'rtolzu6mrTruq{hifiaTtril:vdr

il:vryrntuu"Lrifiruvru,f,rrarirufilfifrnr:rurir#cornt{Ttolru6nfiruvflnun:lr{1u{oo'r

vrilf,orrri.rfi'lrrvrutd) lprufro.rr{Jufrruyruql"tariruriouiurj:vntq:rFrrOtSnvr:oflnd (e-

bidd i n g) ua v fro l6u to nar: fri nrirrtrrluiud du{o rauo

- uA e v d v4 a qv a " ,unflnnaoorvuut?aliurj:vriuqrnq.2.9 
'1)u'il0 tauo 6 o I il v tJl d o a {l aqu n 1 : 114 u : n 1 : vl'l { el 1 u t

u, 
a u . I o ,' - -t1 ----l^-.--^-,.y^^v t I v--q-.-.r ta

uorro.lzudnfiruviarrrrJ:v,f,rl:vryntvrulnun:t vlSoliu:o.t'itrdn:iruvtolirrutrifrtauo

rflurolufr (Genuine) rflurorlyil (Brand New) 1l'ldqr.Jn:niurirtd*frr (Unused) ra6o

giln:n:dt{rruurdruavdrlr!YtrJ1.r'[r,lri Irrufivri.rf,oYl:olornt{rto.ls.tf;nfiruq{artr

,J r v,i..i r r,, nlvr ulo u gt : I un v fio t 6 u to n a r : r 6"1 n d mluiu tauo : r n 1 frr I
i a d t t r q a o - -. t---:l s t 

' --!-4.3 un3aqnoufirusroiurridruil:vdu6nru6.r qi'lu?u d qn [nuuqnianuiluoul{uaua{u

4.3.1, rflurntolno1firrnoiurj{luuuu Rack-Type fiurntilrioun'jr ZU

43.2 fiuutuil:uil?a,.lanarl (CPU) Lruu 32 unuvdnviodn'jr finrrurir#ryryrruurr?nr

fiuorufiirioun'jr z.t GHz uravfirarjrunrrrilsirttll Cache A/emory hirioan'jr 60 NIB

drriuhirioun'ir 2 vilru

4.3.3 fiyrjrurrrr:rqirudn (tv1emory) tfiq DDR4 raiodn'jrturntririoun'j1 1,024 GB Iou

fi 'rr 1 :nt u1 u ru"l rfi :rt6^tririo u n'ir 8.0 TB

+.g.q fido.r'Lri uot-eluggabl.e Hard Disk rull z.s in drurutririoun'jr a dor ttavfrolalill:n

fin#l Hard oisk uul SSD, SAS, NL-SAS r,lto SATA tfirfluodrlriou

a.3.S firarjrunxurlxt tlard Disk irul RAID Controlter fiariuariunr:lir RAID 0,1, 5 tfr nior

Solid State Disk tuT nhirioun'ir 480 GB druru z vitu

4.3.6 fi l/O Expansion S[ots ulu PCle Gen 5.0 ,tru:utririoun'jr 6 Slots

4.3.2 fitiolrdousio:yuurrriociruruu lGbE ,truruhirioun'ir z dol uavuttu to/25 GbE

sFP28 rato6 n'ir'f, T urulririo u n'ir + dol u fo:rar a#rgryr ru

4.3.a fi qil n:ni:vllnrlql rnrtornolfi r rnoirnjtiruorn:vuvlnau!u Web-Base uavfi :vlr.l

nrrl"Jaoprfiafl 1xrll1el:nlu TPIr/ 1.2/2.0 FIPS

4.3.9 fi power Suppty *uu Hot-P[ug turnhirioun'jr 1,600 Watts s;ruru Z vilru :olitl

nr:lirlruuuu Redundant

/4.3.10 :oliu...
....tJ:vorun5:LJn1:

....n::iln15

....n1:iln15
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4.3.L0 :oliunr:lixruirlril Windows Server, VN4ware vSphere utau l\4icrosoft Hyper-V,

SUSE Linux Enterprise uav Rad Hat Enterprise Linux lfirfluodrlrjou

4.3.11 fi Remote lvlanagement Port od'xrjou t lloim

4.3.12 fi:vuuuBvr:6'onr:tn3o{n0ilfi?tnoirrridra fifirrn:qru UEFI uav Embedded UEFI

Shett fi:olYlnr:drqruLLUu Secure Boot ttaualulrnr{ltlriurit Rrst Rpt vto

RESTfut API 16'

^"i',dudv4.3.t3 a1il'r:flrf,0:lrioqrJn:ru:vutro'rrrfiutloqa ( Storage Area Network ) *lu Fiber Channe[

32 Gb/s GC-32) sr'rurutrifioun'jr z rior lriorarud'rXr!'ril Fiber optic LC-LC uur

ot,tq uio6n'ir turnnrtr umtilrioun'ir sn,t

4.3.t4 fi Software rirulunr:,i'Frnr:rYuqrJn:niritl uor Servertd'rruu web base applicationt
rA v 4

4.3.15 orjn:rufrrauo6orfr:vluinurnruilaoprrfudruir Firmware (UEFI Secure Boot) uav
I

all.r1:0fi6u Fi rmware dfi fl rur,rrt6lrr udmlun-fi1'U
, rj v \vo a I u - !

4.3.16 qUn:ilvr tauo Fr 0{ Lniu n1:tu:o{tJl rl:o1u0u't{u0 u Fl{u

4.3.17 ,lrr5lrn.rrr[ilinruolurrduuriu,r6ntv{flrnu FCC r,rio rru raio vcct raio cr

4.3.18 il1n:f,luFr?lrrjaonriudrutvifrTqru ul r,rto rN vto ruv v6o csR vto trc
4

4.3.19 il1m:f,1un1:il:vvriqflft{1un1il Energy Star vio ASHRAE A3/A44
, ri v d A v d u u | 4

4.3.20 qr.ln:nifirauo6orilrnrSorvlrlBnlirilrdurrTuriuqrJn:nin:voro#tyrgrru (SAN Switch)
:-

firauoluTnr:{n1:fi

4.3.2r riuauo:rnrfrorrflufiruyrudruilruoln:oifirauo:Tnn Ioutdiunr:uu,'rdlodl{t{Juvr1{n'rIUt
vau6,q,qivaudlird

a1nra1?o{zudmfirudaTsrrrj:vsirl:vrvfitilu (n:nifir{rtorl.rfinflrudlilfrartrrJ:vdr

rJ:virntya lrifi'ruvrudrfiil1udl6'Yunr:uri.r#rornrdrrorzufinrYrus{Toun:rrflu(oon
q4r!,qg.SeCtooatadat,yu{aoLrfl.rnruvrut6') Iou6'orr{Jufi":uvudlflilluriouiurj:sn?a:rnrotanvr:orina (e-

b i d d i n g) ua v fr'or uur to n ar : o'r n d r u rluiufi 6 udo ta uo

4.3.22 ri6u{orauofr'0.:fiyrirf;oafiiauunr:lririnr:vrrrdT urvrnrfinrrraon:vuu!?arilrJ:vriu
UI

orn16'rtornfinfiruci'arrrr.J:vdril:vrvrntvrulorun:r rio:rir:ovirzufirrfirudoriq*rifi
, rduoLflutorufr'(Genuine) r{Juro':"[yri (Brand rrrew) h'ltiqiln:niuirtriuA'r (Unused)

yioorJn:nifitriuuudruavriutlYrrJ:.:tvri lnufivrirf,oYr:oro'rnt6'rto,rzu6qrfirud
!j

a r r r rJ : v sir il : u ril fitu u1n u n :l ua v 6o I fi u ta n a r : r fii n d r rluiu tau o : r n r 6r u

/4.4 zvvv..

.....! ;v['lufl::iln1:

.....n;liln'):
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4.4 rsuu{'arfiurio4auuu Al,t-Ftash NVMe uuu Metro Active si'luau t qo lotrfiqru#nuruv

t v -Xau1{uoga{u

4.4.1 fieirun.tuqldlu?u z r1o dfi Cache Nlemory :urfi'uhirioun'j1 256 GB tt!! Dual

Active Controller Toua'ur:nd'l.tluitilriuLtauv]a[v]ufi'u16 uavttur.r Symmetric Active-

Active louluursiay Votume d1:.r1:0t{1filnr:t{.rruej1utuavtfiuu Volume 16'orn4n

Controtter uio:rriu

4.4.2 rfluqrJn:ni{rrrfil{o{a (Storage Array) :oliunr:lixrutdfr'lruuu Block, Fi[e uio CSt -

Container LLau Wols lfiuiouriurraval:r1:nturu:vlutrivYl[ltt Scale-up $au Scale-

out lfrtilrioun'ir 4 Node
j

4.4.3 xrllo{uJo}.leioul.lu tO/25 cbEdrurukirioun'ir + dol uSoraru DAC Cabl.e rnrut5r ZSCb

'frruruhirioun'ir a rfru uauLruu Fiber Chann el32Gb/sGC-3A drurulilrioun'ir a tiol

+.q.4 fiyilrui'nrfitrdolqarf,rr NVMe SSD uul PCle lnterface finrr:r{ilrioan'jr 1.9 TB

,fl rurulririo uait zq yilr oy6o nr'.rr., n6, 1fi fi Raw Stora ge Ca pacity :u uvir riu

4.4.5 a1l.t1:n:o{;uii1u?u toPs td'tririoun'ir 65,000 loPs fi Worktoad lu'lo 8k Random

tvlixed 50/50 Worktoad

4.4.6 fi:vuuu3rar:{nnr:qrJn:niairu Web Browser

4.4.7 :oliu Container Storage lntegration

4.4.8 :olYunr:lirlruilrri'l Windows Server, Vlvlware vSphere ![au A/]crosoft Hyper-V 16'

rfluodTlriou

4.4,9 qr.ln:nifirjruauoovfrodrynluladuul lmmutabil.ity dlil.l:0flolriufiuqnnrr:rorn

Ranscmware

4.4.1.0 a1lJ1:01i,1{.tuiurril Container Workl.oad lor81dlrufriru Container Storage lnterface

(CSt) d a r 1,r : n ej ru tfi u udoqatfio r nva t u container u fou fiu drv Yl t r uvi rfl u

Stateless uav Stateful 16'

4.4.1t A1lJ1:nli1 Qual.ity of Service lu:vfii Application u6o Vol'um" 
'fo 

IOP'' Bandwidth

LLav Latency (service time)

4.4.1.2 aur:nuinr:f,rrnr:qtJn:nilu;rJurul C|.oud Consote lnufirntolfio At drulunr:airs

/4.4.t3 :o{iu...

tJ:v0run::i]n'i:

n::lJnl:

.n5TlJn''15

ruoI iime lfi ril:vlrltfio drl nllrval
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4.4.13 :o{iun1:li1 Audit Logging, Rote Base access control Ltau Multi-factor Authentication

4.4.14 A1tJ.r:flLL6o{:lu{1u nr:trJduu[ila{Iilttuullol workload raio ;ilruuuflo{ l/O fifi

rJEu,rrunr:ldlrufifirrilnG dororilr.ralfr'rfinflrgratJ:vfivrBnrvlnr:drlrulu:vuu:?ilfi{

zuan:vuurior-JiurrulT udu 1 lu:vuuluoulnrr
, 'i -rfio.rfirnrto.i14l.r1un1:6rrdurriurirqrjn:nin:vqruf;'rgrprru (sAN switch)

4.4.15 q!n:ilYlLduc

firauolu1n:on',td
. ri

4.4.t6 q!n:fuylrduoovfioilfiiunl:il:vtfiualnYil?u{1ufirjrr{jofiolfroq"Lun{ilryrir 
(Leaders)

r0{ndxlnaleqr.ln:ni Primary Storage Q1n Gartner ltlagic Quadrant"LutJ ZOZS

4.4.17 {rauo:rnrfio,rrflu6',r*vru,trrarjruqrJn:nifirauo51Fr1 
lerulfiYunr:rrril#lodrlrfju

vr1{n1:01n16'rrorr,rfirrfiruviarttJ:v-dril:vtvrntvra 
(n:fifii{rto'rzu6mfirudtrifiartr

r.J:vs;.ril:viyrntvru 1ri6'rruyrudTyrirufilfiirnr:rrqildlornrdrcrol,{fiFlriilqilorun:lrflu(

oonufi{eoLrrird'ruvrutd) lrrufrorr{Jufiruvru,firrarirariouiur]:vnrn:rnrOiSnvr:ofind

(e-bid di n g) r,rav fiol iuut ro nar:fri ndmurluiufi 6udo tauo

u)v
4.4.1E HUulroLauofiorfirarirf,oariuar.qunr:lrirint:vrrl6'lutvrnfinrsraoel:utJUl'larYlrJ:vriu

alnr{lro.rr,rHmriruviartrrj:vdrrJ:vrvrotvrulflurr:l uioliu:o'r'irzu6nfiruviorinrrrifi

uauo rfl utor urfr' (Gen uine) rfl ut orluri (Brand New) trihlqrJ n:ni urirlduA'r (U nused)

raioqrJn:n:fil{rruuf,ruavriruTrJYull'rlr,rrilrrufiurilf,ofu:olqrnt6'r1o'rzuf;nfiruei

ars,il:s,trilrurufilfl ulnun:ruavfrordutonar:r frindrrluiutauo:rnrfiru

:ruuuBr4r:nr:{ornr:tnio.:nOufieunairUitjrUrafrouuav Container Kubernetes liruru o qot

Torufiqrufrnurusatjr'rriaud"rd a u .r-!.^^^
4.5.1 hJ:rrn:ll3ur:uavi''nl:miolnoufiruu,oimfiour,riouSrar:{rrnr:runau,iloirnroutvtuiuoi

4. 5. 1 . 1 :OliUnt:i',nnr:yYvlurn:riruiunoufi rtnoitafi ouorneirunax itiu cPU'

lv1emory, Storage ltau Network

4.5.1.2:oliln'r:li'rTaskSchedu[ingutoScheduleruasAlert

4.5.1.3 :Osilnr:nruquf,vrBUul Role-based Access Control ttau.lillsntdousioriu

LDAP Tfr

/4.5.I.4 d1tll:0.

...rJ:corunirillnl?
-r

...n:IlJn'I1

....fl5Tiln15
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4.5.1.4 ?{111:0UEyr:6'nnI:riruiunr:drt''lu1Jo{ Iil:un:lnoufirumoitafiouttur'l

Hypervisor yto Container Platform fitauo lfiruuu Live Migration, Load

Balance, High Avai1abil.ity Uau Fault Toterance (raiO Virtual' A/achine

Faitover) rfluodrlriou

4.5.1..5 :oliunr:rflolrioriu:vut{onr: Patched 55au Update alnd?unallril,1il

iu11 Hypervisor (Update Manager) yto:v1ru Container (Cluster Update)

: olil nr:dllruor n:v uslnar'i'lu We b Browser 16'

:o{iUn1:sl:.taAouttaudirl Alarm raio Al.ert rtrrail Server Hardware (vio

Bare-metal), Virtua[ ftAachine, Host uto Node, Storage uav Network

:olYunr:frurardo4adlriohJfi Virtua[ Machine, Host uto Node, Data Store

uio Persistent Votume uav Network

:0{Yu nl: fi nfiflu;rJ uruut 0{ Virtual Appl.iance vio :oliunr: fi o fi'lfinuruv

4.5.1,.6

4.5.1.7

4.5.1.8

4.5.1.9

Automatic lu;tlrruu eod

+.S.2 }J:rr,n:iln0ilfi ?r91oira:iouuu.tu Hypervisor utouuu Container Node

4.5.2.1 alillrnri,ryuoqrud:rffiyr''r{fr1u Hardware 'Lriursiavno:-lfirrnoiuridlurulr

rafiould

4.5.2.2 d1x.r.r:01i1nr:rirunorfirrnoiu,ririrutt!utafioualnnorrfi?teloiurririrur'rfiltrjfr'r

6nrniornroIfirinoiuild'ruyflr1nufi'Lrifizuan:vvrurionr:dTrru rravtrifiotilrr

n1:d1{1uroflrJ: un:rifi d1{1uOqiuuno:rfi r unoirniriluttuu tafi ou

4.5.2.3 a1il1:nli1nr:frruytodpraonfit6unroIfirtnoittritiruutuutafiouoTn storage

raijrtrlird n stora ge radrlo ufitrifi zua n :s vru rio nlilil{ r u ita vlri fro liJ n n r:

dr.r rut o $rJ 5 $n : ilfi d1 {,ruo ril u n o il fi r rn o i td dr u uafi ou

4.5.2.4 :vuu?{.ul.r:nd'flrfinroufirrnoiuridruruutafiou Restart rruldnlurTfi lun:aid

untor urirjr ufi lirlruoq]r,rto:vuurJfl fitsnr: tf; uuru

4.5.2.5 :uuualillinl4rhinolfirrnoir"uridruttluLafiouoolrdofilu Storage ell]]flu1Fl

rioqa fi rndoI.oIfi *noi rafi oul{oiltd 11f,i n Provisionin g)

4.5.2.6 A1:t1inli'l High Avai[ability :vra'jrl Hardware Server :'rtO Container Node

lri'fiu n ou fi r im o i u*i d r u rLU ! t6fi 0 u (Vi rt ua l. tv1 a c h i n e) lfr

/4.5.2.7 a1:.11:fl.'.

.......'ti:Yt'tufl ::i! r l'l:

.......n::}.ln1:

nSTiln'l:

...... ...... $r.
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4.5.2.7 61tJ1tod1 Fault Toterance uto Virtual. Ivlachine Faitover ruu'j'].i Hardware

Server lfirTunolfirurroiuritirutrlruLafiou (virtuaI Atlachine) ki6qortririoon'jr

8 vCPU

4.5.2.8 :olYunr:l4r RepLicate rioqator Virtual. tvlachine ilTulntodru tRl.t raio wRN

raio tletwork 16

4.5.2.9 a1:.1'r:n1i't High Availability r,lfo Proactive High Availabitity t[0v Load

Batancing r,t3o Load Balancer td

4.5.3 :vuuuiur:6'rrnr: Container ILU! Kubernetes

4.5.3.1. fi6t?vrdnr:1{lru lnu:orYur,rrirurJ:uil?a,{ana1{ (CPU) :trirurufi'lralqrtri

rioun'ir 256 unuvdn (Core)

4.5.3.2 :otYr:nr:lir Kubernetes Ctuster ld

4.5.3.3 fi:vuunr:6'rrtfiu lmage Registry ILUU Harbor r,tto Quay.io r,tio6n'jr

4.5.3.4 a1il1:nuinr:6'onr:vrYlluln: Kubernetes tdqrnlil:un:iluiu1:ttav6'nnr:
! ^ . t t a ! vtv

tni0{n 03.11\? La0: Lt}Jfl luLtulJ tdl.l0uvl Lau0 LFI

4.s.3.s d'tr1:nrt:?rdounltli'r{ru (observabi|.ity) r.i'tu Prometeus $av Grafana

vto thanos lfr

611J1:ndr:ol (Backup) uuavq'6u (Restore) rio4a Cluster utav Namespace t6'
qAU

:olfu:vlllSvr:o'prnr:Kubernetes ttuu li/ul.tipl.e Cl.oud (utoPrivate

Ctoud, Publ.ic C[oud, Hybrid Ctoud)16'

a1lr'r:nri114urruur: ru 4ldlru (Custom Rotes) lunr::v1 6'r nu rfi o rdrl{l ru

tsu! (ldentity And Access lt4anagement) td

4.5.3.g a1ilr:noUrUrmtri'ffl'ffuu (deve[opers) aur:ntirar:6'onr:dufi{rrufil{oqn

(Persistent Votume) fr.luuu Bl.ock *av Fil.e eirr,lYl Container LLl..tu Kubernetes

i , r 4 vtv
LLAU LN:O.I LLTJljl U tAilOU LA

4.5.3.1,0 dlilr:noqfutnlriry"Ldlru (Devel.opers) auT:nait Container !tu! Kubernetes
j ,, d 4e

uau Ln50{ lt}.r1,1u tdll 0u L9l

4.5.3.11 a1il15nri1vunvYilu1n:nr:drdu:sutl0{ Micro Service td

4.5.3.t2 firxJl:nll"l Load Balance y6on:vqru{oqanr:ldlruhJrit Container tuutl

Kubernetes fi rvlrvartfrTer udgllulifi

4.5,3.6

4.5.3.7

4.5.3.8

/4.5.3.13 fi:vlu...

.........r..1:vo'ru n: i:..tn 1:

n::}]n1:

n55iln1:
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4.5.3.t3 fi:vuu6'nnr:uluuruntufiunrrrJaoorfiaro.ruluurutntotiru (t{etwork

Pol.icy) d rirr,luolfl ri'fii Conta i ne r uuu Ku be rnetes *av undol tnirj r u rafi ou

4.5.3.t4 fiuniorfiotirutunr:il:vrfiu compLiance tlol:uuurr1llil1m:5ru Cls trto pct

oss rfi or-l :v rfi udo.rlv'i lLa u !Lu?vr1{ Luitt uru dnluffitfi

4.5.4 fiiauo:rnr6'orrflufr'ruvru,frvriruor.Jn:nidrauo:1Fn lnutfii!nr:urir#rodrrrfluvxnr:
$t

ornr{rro.rzufiFrrTrue4arrrrJ:vsirl:vrvstvu (n:fidr{ruorzu6nfirus{hifiartrrj:vdT

rJ:vrvntuu"Lri'6'ruvruo"rvrirufitri'Yunr:usi.:d.rrrnr6'rtorzufrnfiruvfloun:rrflufroon
U

a a , U !1 ,.s v dt v o v t a d a d

vu.rdoIn{nrrrvrutei) Ieru6'orrfju6'rttuuqruulunou?urJ:un?nilnloranvr:ound

(e-bid d i n g) unv fr'o r uuu ro nar :dr n rimlrluiufi 6udo rauo

4.5.5 rirauo:rnrfrorfivrirf,oarirauunr:lri'rinr:yxdrurynfiRrmaoq:vuvrrarirr.J:vri'uqrnUI

t{rto.:zufinfirudarurr.J:v,trl:vtyrntyruTrrugr:r Tnufir,tfiif,oir:orornr{rro.rzufimfiruci

alr, rJ:vs;ril:vrvr6trulaum:lirav6'o.rfiuronat:r 6'lnejrr'luiuiauo:rnn6'ru

rn3o.:noufirrsroiuriqirudruiuuBur:{onr:uavdr:o.r{o4a sirueu t qo Inufiqrudnuruv
t Y -&0u1{u0u9r{u

4.6.1 rfl urniornolrir rnoiurirj'r u LrulJ Rack-Type fi turnh.iriou n'jr t u

4.6.2 fruiltutJ:vrrazuanat (CPU) uull 12 unuud'n (12 core) ra3odn'ir dryiunorfirrnoi

ruritiru (Server) lqutanrvLtavfinrrutir#ruanruurfinTduoruhirioun'it 2.0 GHzsilurll
d

hirioun'ir z vutu
q.o.z i)uiltrrnrrxrlirudn (tvlemory) tfipr oonq ratodn'jrrurntilrjoun'jr 51,2 cB

4.6.4 u' Boot Device tfin NVIvle ttlu Iv1.2 qiruruhirioun'ir z rariru lpruuriavrariruovfrolfi

nrtr{rifioun'ir +ao cg

4.6.s fivilru{'nrfiudoqa tfio NL-SAS vto 5AS raiofin'jrrfin Hot ptuggabte r,lio Hot-swap
sdo&-
Inu:^rnr:6nd't RAID 6 fifiturnnruq:rlfiarur:nhimut6'(Usabte capacity) tririoun'jr

80 TB

4.6.6 firio'rrdolriouuu tGbe sirurulririoan'ir 2 dol *avunt) 10/25 GbE sFp2B yto6n'ir

sirurutilfioun'ir q dot lrio:raru DAC Cable nrurir 25Gb u:^odn'iltrurulririou

n'ir + r#u

/4.6.7 fi Hen.

'rJ:vorun::::nrl

il::iln1:

...i]:5iln15
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4.6.7 fi HBA tnterface lLl.Ll Fiber Channel fiaur:nYteilrio4atdtr]riou 32Gb/s drurutri

rioun'ir z dol

+.6.8 fiqrJn:ni:vuunruqilrndo{noilfirrmoiurririrerorn:vuvlnaL[uu web-Base uavfi:vltt

Fr?'rxril a o qriu n1lJl1 rl:15'tu TPA/ t.2/ 2.0 FIP S

4.6.9 fi Power Supply rrrlu Hot-P[ug turnrhirioun'j1 1,600 Watts 'iruru Zvuta:o{Y!

nl:li't{'tuttuu Redundant

4.6.10 fiqfi'll!: untildlio{ uav {6u,ilo4atdTqrutrj,f,rfi'prsiruru rautuln{o{ato I tni ol

notfir urroiuritirurafiou (virtuat Machine) r,rioki,ilrrirrsiruruuilruil:vrtazuanar.l

(CPU socket)

4.6.tt ar:rr:nfi6uriolarniornorfirrnoiuririrutafiourut Vtr/ware 16'naontrar

(Continuou, Outu Protection)

4.6.1,2 a1ilr:nd1:ol{oqator Appl.ication uav Database rirll'Lu;ilttu Online Backup tfr

drd Oracle, SAP, lnformix, DBz, SAP ASE, ttlicrosoft SQL Server, lrlicrosoft

Exchange Server, Lotus Domino, lvlicrosoft SharePoint, lrlicrosoft Active Directory,

SQLite, Netezza ,Cassandra, MongoDB, IvlySQL, MariaDB uav PostgreSQl

4.6.1.3i{Ju:vuteir:or{orya*avnr:{6urio{au!!i?ilqurj (Central.ized lvlanagement) Qio

uiur:{rrnrr:u1JU,.i'ruyt'x Conso[e cut r,lto Web GUI kirfluodrlriou rau61[r'l:0

fio#.::vlui'nnr:lunr:dr:orrrav{6udo:la lu:vUUrJfrffinr: Windows utav Linux lfi

4.6.1.4d.1il1:nd1:oldoqa uru Ful.L Backup r,rio Synthetic Ful.[ Backup lfirfirrll VA/Ware

vSphere, ivlicrosoft Hyper-V [AUA1XJ1:II Restore 1U;r.JLUUU Ful.l. Restore 16'

4.6.1.5 a1:r1:nd1:olruavfl6ut0{n Namespaces to.i Kubernetes td Trruaur:nldlru

Kubernetes OpenShift, GKE uav Tanzu lfirfluodrlriou ttaualil'l:or6on{6u{o4a

66uU Configl'v1aps, Namespaces, Secrets, Persistent Vol'ume td

4.6.16:olilnr:dr:oldoqa Hadoop, HBASE, ttlongoDB ILUU AgentlLess lprufinr:rildoqa

L[!! n:unluraar utiolvr{fr ( Para l.l.et Steami n g)

4.6.17 a1il1:0ri]n6.ru{oqa oracle t6 lnuhifiowirnr:{dudo4a (lnstant Access) uavfro'l

:o,liu Oracle uu Windows, Linux, Solaris, AIX 16

/4.6.18 a1:.r'l:fi

@.......... n',i :1r n 1 i
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4.7

4.6.l161lJ1:fld.1:oldoila VIr/ Guest tdrfi VVfW"re vSphere, Microsoft Hyper-V, Nutanix

AHV, RHV urnv Of-VU !tlJ! Agenttess

4.6.19 6.r111:CIai1{n.r:rdolsio"[ral"lfrriuunr*o.rqnrirufiuqefiil (Re-establ.ishes) drnT:rildoqa

rioo r nnofi r,rqor n r: rdol ri0 (Resynch ronizes) td

4.6.20:olYunT:{6u:vuurJflrifin1: (Operation System) dru Backup Software firauo"Lu

ai a ,4 | .-, --^ n - F.^...^15^",1 "lg^"io,*oorto#..oi.'lrrrilra,en:ilyr:uulJLauu.ruautri6llJ'n0 Boot 6flulrtdlnrutrido.r6rrrfirato#lrirlrari lpru:olil

lluttv{artdOixt Solaris, HP-UX, AlX, Linux uau Windows ttuodrlriOu

4.6.2t {rauo:rnrrfiorrflufiruvru'irrarjruqrJn:nifirauo:1rl1 
Ioutdilnr:rurilfr'lodxr{Ju

y1{n1ia1n16'rrolzufinrTruqflartril:v,flrrJ:vtuolru (n:fifir{rtolzufinriruvitrifiartr

rJ:vsi.rrl:srvrrrlvru trifi'ruyrusl"ruil'rufitdYunr:rrqil#lornr{rtolzufimrYruvilnum:luflu{

oonrarilf,ourilfi'luvrutril) Irrufrolrflufi'ruvru,ilrvriruriouiuil:vnrFl:rnr6tSnvr:ofind

(e-bici d i n g) *av 6'ol ttul uo nar: fi'l ndm:lluiufi 6udo uauo

- - -- va v - v- 4 u4 v --"lrilSnr:vrrlfirutyrnfinrrtaon:uuutlarilr.J:vriuqrn
4.6.22 4Euto tauo rt 0{}rYu{fi 0auu d's4u n1:

r6'motzufimflruviarrtJ:ydril:vryrtluuTrrun:r vrioIiu:ol'irzu6mriudsriourifiuauo

rflulolufr (Genuine) r{iuto,rtyri (Brand new) tu"Ltiqrln:nir,rirld*dr (Unused) vto
. aio Y I o t9l -l o I s d u 4 v Y a u t

Qilnr6uylLrJ{ruufrriravrjrlrrJilrllr'Lrari lnufrvtilHoiu:oltrnLalt0{r,lanflfufla1'u1

,J :, d'.l rJ r r,, filv u10 u n : I ua v fi o 16 u ro n a r : r fii n d rrluiu tauo : r rr r 6'r u

rnlolnoufirrnoiuridru:cuufla{fiuuavflHuorno1try1nr:ilurtlttuoi 'iruru t qn Ioafi

q ardnr*ruvo d 
T .rrio u 6'rd

+.2.1 firarjrurj:vrraruanart (CPU) ttu! 12 ttnuudn (12 core) r,riodn'jr finntrrir#rgryrru

urfi n rfi ugruhirio a n'j r 2.0 Gtz'trurutrjrio u n'ir 1 r,ril: u

+.2.2 fivdrunrT:rdry6'n (trlemory) tfirr DDR q uto6n'jrturnhirioun'jT O4 GB

4.7 3 fi Boot Device rflq NVtr4e rLulr N .2 'iruruhifioun'ir 2 r,rriru louuriavrariruqvfrolfi

nrmlflilrioun'ir +ao ce

4.7.4 firarirui'nrrfiudo4arfin ml-sns rato SAS vio 6n'jr tfin Hot Pl.uggabte ufo Hot-Swap

lerafinr:6nfi'.: RAID 5 fifirurnrrrrrl:ufiaur:nhilruld (Usable Capacity) lrjrioun'jr

11 TB

/a.7.5 frrio.r

.U'.,U5'lUfl:: I i i l1':

.il':i:}Jn-i:

k ......fl:i1iln1:

.....................*h,...
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+.2.s fidosufiolriouuuu lGbE drurulririoun'ir 2 dor utavutlrjr 70/25 GbE SFP28 raiodn'ir

,fruruhirioun'ir + tiol vlioraru DAC Cable nrut5r 25Gb rato6n'ir ,ilruruh"irioun'ir

q#u

4.2.6 fiqr.ln:ai:vuunrlqlrnriornoufirunoirrririruorn:vuvtnatt!! Web-Base uavfi:vlu

nrrilr.la o nfig nlltlJ 1 et:1i1u TPI\4 1.2/ 2.0 FIP 5

4.7 .7 it Power Supp[y uull Hot-Pl.ug turnlilrioun'jr 1,600 Watts druru Z vutu:olYunr:

lirlruuuu Redundant

4.2.8 rirauo:rnrrfrorrflu6'ruvrudruilruorjn:nifirduo:lnr Tnutfrirnr:urtdrodr'rr{iuvxnr:
!l

ornr{rtorzu6nfiruq{arrrrJ:vsirl:vryfihu (n:fifir{rtorrifimfiruq{lrifiartrl:vdr

r.J:vrufitru t#6'ruvrusr"rr,rrirufildYrnr:uri.:o'rryrnti'rtorerfinfirudlrrum:rtflufroon
udr&u9.s9d,vorrutad

uu{aoLrn{rr':rrvrutd) Inufrorrflufi'rirvrusiruilrariouiurJ:un?n:'}nlotanv:ound (e-

biddin g) uavfr'o'r uuu ronar:6'rnrirurrluiuddu{orauo
vi v v d u a u ov 

^ 
y a a t u

+.2.1 ry'dudoiauo6'orfiurirf;oariuaqunr:t#uinr:uxdrurunrfinmaon:vuvtrarYrl:vn'uorn

ri'r r o r zu 6 m rYru q{a r r tJ : v {'r rJ : v rv olv ul n u n : r vr io r Yr : o vi r zu fi m fl ru q4 o r i o ur ifi ra u o

rfluro.rufr'(Genuine) rfluuo.rlyil (Brand trtew) hihiqrJn:niurirtdudr (Unused) vio
. <jo v v o ,u , O I S d u d u Y a u t

oun:ruli[lj.i1utta?ttauu'rtJ1l.J:u!:{Lvlr Lauiluu{a0:!:0{a1fltq'lt0{,{arlfl[ufla1t1

r.J:vsflrl:vuvrfltvruTnurt:ruurfr'roEu,rn?{1:'1 d'rneirrluiutauo:rnrr6'ru

:vuuflorrYuuavfiHudoua01fla1{il1n::uurrtsruoi siruru " so lflErfinrudnuruvadrtuuoll
v -E

UAUfl.:U

4.8.1 :o.riunr:dr:ordoqarniorqndlu uu:ur.JUrJflr-TEnr: windows, AlX, Sotaris, HP-UX,

Red hat, SUSE, CentOS, Oracte Linux, Debian uav Ubuntu tdr{Juodrrtiou

q.a.z :orYr:nr:rir:ot{oqa Appl.ication ltav Database t6'LuSrJrr,uu Online Backup tfiri'lil

Oracte, SAP, lnformix, DB2, SAP ASE, Itlicrosoft SQL Server, lt4icrosoft Exchange

Server, Lotus Domino, I\4icrosoft SharePoint, l\4icrosoft Active Directory, SQLite,

Netezza ,Cassandra, fulongoDB, lvlySQL, t\4ariaDB uav PostgreSQl

4.8.3 :otY!nr:dr:or{ora Hadoop, HBASE, IvlongoDB ttlu Agentless lrrufinr:eildoqaurul

n:uQ1 uval utiorvi'r.116 (Para[|.eI Steaming)

4.8.4 d1ul:ar6on1{lru Dedupl.ication tfiull fixed-l.ength uav variabte-l.ength

/4.8.5 d1[]1:0...

1liu61un:Tiln't:

n::lJnl:

n551rn1:
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4.8.5 411J1:n Downtoad ttav Restore {o4arir:o'rtoi VMware lfr#r*ul Fil.e urav Folder

trurYoalul:n Power on VM LIUU lnstant Access 16'

4.8.6 atlrl:ndr:oluavri'6urio4a Namespaces flo{ Kubernetes ilru web ut 16' uravaT:rr:n
494vr
tdonflhu{oUa tri'6'1f, ConfigMaps, Namespaces, secrets, persistent voLume

4.8.7 a1:r1;,iorru,5, (Acceterator)lunr:rir:ortioqauuu Futt tmage firunr:lir Changed

Detection lou:olYu Windows, VA/Ware, NDA/P uav Oracte

4.8.8 :o.iiunr:q'6u:vuulfrffinr:rLlu Bare lr/etal Restore uuulanv']oin Sotaris, HP-UX,

AlX, Linux uav Windows lrrutilfro{firr#l Operating System "lr,tri

4. 8. 9 a1l.J't:ndrnr: n:r{aoun?1il fl n frorar1:nir olrio4aTnad'mlurifi (Automated Data

lntegrity Audits) Iorulirnr:itn:rrvitdourrrul16:r;ilrrul (Ful.t Content Analytics) uio

m:rod'un:ufinrjnfito.:nr:rir:olrioqff (anomal.y detection) ornrurncioqa rirurulvid

n r : ri r do 
1 

a n', r o r. r',, d.{o u ura v : v u v lr a r n r : dr : o r rio I alfi

4.8.10 aM:nduvrhridrf,uv'tuuavifiod'agrJuuutornr:nnn1:JQlnorrsyln:ilvrr,:trruoi

(Find corrupt fites and diagnose the attack vector) yiom:ro{llnrufinr.Jnfi

(system anomal.y detection) tfi
4.8.11 ?{1il1:nduururavq'6udoqarlrrfir.Jaonrfiariouqnqnnl:ra1no1rru1nr::ryn.rtc,r!oflfiodr,r

:rrrtir (Quickty find and restore l.ast good file) ytoaur:nrjtdo:ladr:olfivltnru

fiqln6ilr Scan yr lr/latware t6'rruuo'nlun-F

4.8.12 fi tritul.ti-factor Authentication lrru:oriu It4icrosoft Authenticator, Goog[e

Authenticator rfl uo d'xfio u

4.8.13 fi Mutti-Person Authorization 'Lunr:n"rrf,unr: 6'ld nr:au{oila n1: Expire ,froqa

Uavnr:lfil Exempted User

4.8.t4 aur:nlirlruq'du'iloqa ffioqn4nnrualnolrrgln::lynrlrruoflpi lrruatn:nlirrirrur

{oqatrJrilqrin:nidrrrfiutoXaqnvroaor (lsol.ated critical data rato tsotated recovery

environment) ttavaur:06'nnr:udolriorYldouarlrrfiaolt6louo-mlufifr (Automated

Operational Air-gap) yio lir Air Gap t6'Lq.f ull *"u"rr" Connection

4.8.15 fr1:r1rnd;r{nr:rdolriolra:r'[fi'fliunr{oranrj'rufiuarrtrJ (Re-establ.ishes) li.rnr:d.r{o:;a
rj

rioornXnfi r,rqo nr:1fi ol rio (Resynch ronizes) tfr

/4.8.16 fil:.11:fl...

.....1.J : v D'rufl-itl fl f i

.......n::xJn15

n5TlJnlT
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4.8.1.6 arur:nfiodl:vuu6'nnr:lunr:dr:o.ltrav{6urioqa uu:vuurJfrtEnr: Windows Ltav

Linux td [aud'l]J15nu3vr:6'qnr::vuuairuvrl web Base GUI lfr

4.8.17 {rauo:rnrfiorrflufiruuu,trvrjruqrJn:nidiauo:rnr lqrulfrYunr:rrsilfriodxi{Juvrlnr:

orn16'rrorru6nfirudartrrJ:vdril:sLufitvu (n:fifirdrtolzufigrfiruvflrifiartrrJ:vdr

r,J:sryntyru l#fi'rirvruqirvrjrudldYunr:uurirdrornu{ruolzu6mrirus{Ioum:ti{Ju{oon
u4 , u

14u.rffo!!rr{n,:rrvrutfi)Irrofr'o.rrflufrruvruqirurirariouiur.i:un?n:rrt'la16nvr:ofinei (e-

bid d i n g) uav frol uuu to nar:d.: nriru r'luiufi 6udo iauo
vi v v d ud u 6r ' a v ^ lnaofl:yuuLrari!il:vrYuqrn4.8. 1 8 fl duttotauonolltuuldoauuaqunl: t14!:fl 'l:vlf iel'luLYnur

r",f,.0.0^arr1*e{arrril:vdrl:srufllyru1nurl:r vriouil:o.t'irilfinfiruq4srinutrifiuauo

rfluto.rufr (Genuine) rfluto.rlr,tri (Brand llew) h'ltiqrJn:nirrirkiufrr (Unused) raio

, tAq I Y o 'v I o I s d u d u v a u t

eIn:n:fi'[{lruudrulaydurr1fuU1':-[un lquil14urd05u:o.l01nta1t0.i0.1anflilaa1t'l

,J :v d'.r rJ r r,, slvr uln u m : I ita v 6'o I d u to na r : r fii n ri rr'luiu tau o : r n r fir u

eiln:ni6'nufiutaqra:vuuflotfiuuavfl6uornartryrn::uvrrlttuoi ai'ruau z qor lolufi
---'--'- -'- u s

v t , -&
q rua nuruu0 u 1{u0 u 9l{lu

+.q.t fiuilruil:vrrazuaudnlririoun'ir 16 Core uavfinrutirhirioun'ir 2.4Gtizdrurukiriou

n'ir 2 Processor ttavfiuilrunrr:tdrvd'nturrr:urtilrioun'ir 64 GB

+.1.2 r{JuqrJn:ai:vur,t'nrfirdo4afitdr,vrrrluTau'iurTrLJ:ltn:tdr:otdoqaurlrlt6'ern?1:l

#rdou (lnl.ine Dedupl.ication uio Client side Deduptication)

+.1.a qrJn:nifiruronrrtrnrioqauul Active rier trirjou ait EZ TB uio finrrln Usabl.e

Capacity ffl,fr1rulfrlilrjoan'jr 36 TB utav:o.rilnr:turulfr4.rqorhirioun'jr 4oo TB

+.e.+ qr.]n:nifr'o,rfinruarur:olunr:iir:o.rdoqafironrutirlilrioun'jr 30 rB/hr. vio :olil
n..1rou'.lu Throughput id'trirjoun'jt 30TB/hr. ornnr:dr dedupl.ication lufirqrJ n:ni

(Server-side)

+.9.s fido.:rfio:rrioril:vuluniodrurtlu 1oGbE SFP+ siturulilfioun'ir q riol (v6oull

10GbE Srp+,truruhirioun'ir 2 dor uavulll Fiber Channel 32 Gbps qiruruhirioun'ir

z tiol)

4. 9.6 qrJ n:nifi :su m:ro6'l nr:q n1n ( I DS) uav:vuurJolriunT :u n:n (l PS)

, td,
4.9.7 OUn:iltlJUttUU Zero Trust architecture ttnv finr:lir Hardening lJ0{:uUU

/4.9.8 finr:

.....rJ: voru n5::] 111

.....fl'r iiifl'lT

...........fl:511n15
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+.g.4 finr:flolfiunr:urJduurir operating system, Services, Network LLav drivers 6'runr:

Lockdown Operating system

4.9.9 fi Ir/ulti-factor Authentication Iqu:o{Y! N4icrosoft Authenticator ltau Googte

Authenticator rfl uo dr.rrio u

4.g.to qrJn:nifi Firewat[ florri'unr:r{rfir:vur lnuorlryrnrlrirdrfirlfirarlv':1uci1:o{{o{a

4.9.11fi lmmutabte vio WORIvI Storage Ltu! Enterprise mode ttav Compliance mode

4.g . t 2 fi n r : fi n fi'l :vr.r I rir : o I {o il a u u fi'? o il n : nilu:rj uu I Co nta i nerUIU

4.g.t3 frrauo:rnrfio':tflufrrttvrudtariruor.Jn:nifirauo:rnrr lorul6'iur:uri.:rirodrrrfluyrrnr:!r

t r n t6'r t o r zu 6 n riru vi a r t T 
rJ : v dr r.J : v rv fl tfl u ( n : fi fi r {r t o.: zu fi rr firu viiri fi a r r r rJ : v dr

rJ:vtvrnlvru lri'o'ruvru,frr,rrirudtr{irnr:urironrorn16"rtorzu6mfirus{Iqum:ri{Jurioon
U

ilArAuv.sed,aor
vutaourilfr'luvrutd) Iprufi'orrtjuoruvruqirr,rriruriouiurJ:vnro:rnrdrSnvr:ofinii

(e-bid din g) uav 6'0,: uul ro nar : rill nri rur"luiufi du{o muo

4.g.14 fr6u{orauo6'0.:fir,rritf,oariuauunT :lri'rinr:urrfrrulynf,nnaopr:vuvrrari!l:vfluqrnUi
yaut
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